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Abstract

For any polynomial f of Fax[x] we introduce the following characteristic of
the distribution of its second order derivative, which extends the differential
uniformity notion:

*(f) = max Hz € Fan | Dy o f(x) = B}

aeIF;n 70‘/6F5n ,B€Fn
ata’

where D2, f(z) := Do (Do f(2)) = f(z)+ f(z+a)+ fz+a)+ f(z+a+a)
is the second order derivative. Our purpose is to prove a density theorem
relative to this quantity, which is an analogue of a density theorem proved
by Voloch for the differential uniformity.
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1. Introduction

For any polynomial f € Fy[x] where ¢ = 2", and for a € F, the derivative
of f with respect to « is the polynomial D, f(z) = f(x + «) + f(z). The
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differential uniformity d(f) of f introduced by Nyberg in [6] is then defined
by
3(f)= max #{xelF,|D.f(x)=p}.

(a,B)€F; xFyq

To stand against differential cryptanalysis, one wants to have a small differ-
ential uniformity (ideally equal to 2). Voloch proved that most polynomials
f of F,[z] of degree m = 0,3 (mod 4) have a differential uniformity equal to
m — 1 or m — 2 (Theorem 1 in [11]).

When studying differential cryptanalysis, Lai introduced in [5] the notion
of higher order derivatives. The higher order derivatives are defined recur-
sively by Da,,...avir f = Dan,...a;(Day,, f), and a new design principle is given
in [5]: "For each small i, the nontrivial i-th derivatives of function should
take on each possible value roughly uniform”. After considering the differen-
tial uniformity, it seems natural to investigate the number of solutions of the
equation D,, o, f(x) = 3, that is of the equation

f@)+fle+a)+ fle+a)+ flr+ar+a) =0

and thus to consider the second order differential uniformity of f over F:

0*(f) = max H{zeF,| D, f(z)=p}

a€ly, o €Fy,BEF,
a#a’
For example, the inversion mapping from F, to itself which sends z to 2"
if  # 0 and 0 to 0 (and which corresponds to the polynomial f(z) = 2972)
has a differential uniformity 6(f) = 2 for n odd and §(f) = 4 for n even
(see [6]). We will prove in Section 8 that it has a second order differential
uniformity §?(f) = 8 for any n > 6.

The purpose of the paper is to prove that, as Voloch proved it for the
differential uniformity, most polynomials f have a maximal 6%(f). More
precisely, we prove (Theorem 7.1) that: for a given integer m > 7 such that
m = 0 (mod 8) (respectively m = 1,2,7 (mod 8)), and with §g = m — 4
(respectively 09 = m — 5, m — 6, m — 3) we have

i £ € Banle] | deg(h) = m, 8(f) = &0} _
% HT € Falu] | deg(f) = m)

We follow and generalize the ideas of Voloch in [11]. Let us present the
strategy.
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- In Section 2, we associate to any integer m an integer d depending on the
congruence of m modulo 4 (Definition 2.1). Then, if v and o/ are two disctinct
elements of I}, we associate (Proposition 2.2) to any polynomial f € IF,[z] of
degree m a polynomial L, (f) (which will be sometimes denoted by ¢ for
simplicity) of degree less than or equal to d such that:

D% f(x) = g(z(z + a)(z + ')z + a + ).

- In Section 3, we determine the geometric and the arithmetic monodromy
groups of L, o (f) when this polynomial is Morse (Proposition 3.1). For «
and o' fixed, we give an upper bound depending only on m and ¢ for the
number of polynomials f of F [z] of degree at most m such that L, . (f) is
non-Morse (Proposition 3.2).

- Section 4 is devoted to the study of the monodromy groups of Dg’a, f.
In order to apply the Chebotarev’s density theorem (Theorem 5.1) we look
for a condition of regularity, that is a condition for F, to be algebraically
closed in the Galois closure of the polynomial D? , f(x) (Proposition 4.6).

- In Section 5, we use the Chebotarev theorem to prove that (Proposition
5.2) for g sufficiently large and under the regularity hypothesis the polynomial
D2, f(z) + f totally splits in Fy[z].

- In Section 6, we show that we can choose a finite set of couples (a;, o)
such that most polynomials f € [F [z] of degree m satisfy the above regularity
condition (Proposition 6.1).

- Finally, Section 7 is devoted to the statement and the proof of the main
theorem (Theorem 7.1).

To fix notation, throughout the whole paper we consider n a non-negative
integer and g = 2". We denote by I, the finite field with ¢ elements, by IF,[z]
the ring of polynomials in one variable over F, and by F,[z],, the F,-vector
space of polynomials of IF,[z] of degree at most m. We will often consider a
polynomial f € F,[x] of degree m, an element § of F, and distincts elements
a and o in .

2. The associated polynomial L, o/ (f)
The derivative of a polynomial f € F,[z] along o € I}, is defined by

Dof(x) = f(x) + f(z + a)
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and its second derivative along (o, /) € Fg is defined by
D o f(2) = Do (Do f) (x) = f(x) + f(z +a) + flz + o) + flz +a+d).

Actually Di}a, f depends only on the Fa-vector space generated by « and «’.
If f € Fy[x] is of odd degree m, then for any o € F; the degree of D, f is
m — 1. On the other hand, if m is even then the degree of D, f is less than
or equal to m — 2. Consequently, if o’ € F, we obtain that the degree of
D? . f is less than or equal to m — 3 when m is odd, and less than or equal
to m — 4 otherwise. To any integer m > 7 we associate the following integer
d = d(m) (we will often omit the dependance in m).

Definition 2.1. Let m be an integer greater or equal to 7. If m =0 (mod 4)

we set d = "2 if m =1 (mod 4) we set d = 2, if m =2 (mod 4) we set

d =" and if m =3 (mod 4) we set d = 2.

We sum up the situation in the following table.

m (mod 4) | deg D? , f
0 <m-—4 mT_‘l
1 <m-—3 mT4)
2 <m-—4 mT*6
3 <m-3 |22

Table 1: Definition of d

Proposition 2.2. Let a,a’ € F} such that a # o' and let f € Fy[z]| be a
polynomial of degree m. There exists a unique polynomial g € F,[x] of degree
less than or equal to d such that

D3 o f(x) = g(z( + a)(z + o) (@ + a+ d)).

Moreover, the map
La,a’ : ]Fq[$] — Fq[l‘]
fo— g

is linear and Lo o (Fy2]m) = Fylx]a.

Proof. Fix f a polynomial of degree m and a, o’ € F}, such that a # o'. Let
us first prove the existence of ¢g. If wa, f is the zero polynomial then g = 0
is suitable. Suppose now that Di,a’ f is non-zero and set ¢ for its leading
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coefficient and Ay, the set of its roots of multiplicity & in an algebraic closure
F, of Fy. As ¢+ z+ « and x — x + o/ are two involutions of each set Ay,
there exists A} C Ay such that:

D: o f(x) = cH H (z+ N+ A+ ) @+ A+ (z+ A+ a+a)

k>1 AN,

Hence

k
Di a/f<£ll'> = CH H <x4+(042+Oé/2+0404,)$2+(Oc2Oé/+OcOél2)J?+>\4+(Oc2+O/2+OCO/)>\2+(O¢204,+0404,2)>\)
k=1 XeAj

= CH H (z(z+0) (z+o/ ) (z+ata’) FAA+a) A+a’) A+a+a’)F.
k=1 XeA)

Then the polynomial g defined by

g@) =c][ [ @+ XA +a)A+ o)A +a+a))"

k=1 XeAy,

satisfies g (z(x + a)(z 4+ /) (z + a + o)) = D2 ,, f(x) and has degree at most
d. To prove that g € F,[z], one can quote linear algebra arguments. Actually,
solving g(z(x + a)(z + &/)(z + a 4 o')) = D2, f(x) amounts to solving an
affine equation with coefficients in I, and we have already proven that this
equation admits solutions with coefficients in Fq. As the existence of solutions
of such affine equations does not depend of the extension field considered,
we have solutions with coefficients in F,. The uniqueness is a consequence
of the linearity of composition. To prove the surjectivity of L, o, we will
determine the dimension of its kernel and apply the rank-nullity theorem.
Note that f € Ker L, if and only if wa,f = 0. But Dia,f = D,Dyf,
so Ker Ly = D! (Ker D,). Classical linear algebra properties give the
equality dimKer L, o = dim (Im D, N Ker D, ) + dim Ker (D,/). We con-
clude separating cases according to the congruence of m modulo 4 and using
Lemma 2.3. O

For simplicity of notation we continue to write D, for the restriction of
D,, to the subspace of polynomials of degree less than or equal to m. We
also use the notations |a] for the greatest integer less than or equal to a and
[a] for the least integer greater than or equal to a.



Lemma 2.3. Let o« and o be two distinct elements in F,. We have:
(i) KerD, ={h(z(x+«a)) | deg(h) < |m/2]}.

(ii) Tm D, = {h(z(z + «)) | deg(h) < [m/2] — 1}.

(#ii) If m is odd, then

Im D, NKer D, = {h (z(z+ a)(z+ ) (x+a+a')) | deg(h) < m/4}.
(iv) If m is even, then
Im Dy NKer D, = {h (z(z 4+ a)(z + ') (z + a+a')) | deg(h) < (m—2)/4}.

Proof. If D,f = 0 then f(z) = f(zr + ). The map = — x + «a induces a
bijection onto the sets of the roots of f of same multiplicity. Using the method
of the proof of Proposition 2.2 we prove (i). We deduce (i) proving an easy
inclusion and the rank-nullity theorem. To prove (7ii), use that if m is odd
then Im D, = Ker D, by (i) and (ii). Suppose that f € Ker D, N Ker D,
If zq¢ is a root of f of multiplicity k, so are zg + «, zo + o and xg + a + o/,
and we can use the method of the proof of Proposition 2.2 . We prove (iv)
using the same method and noticing that the intersection Im D, N Ker D,,
consists of the polynomials of Ker D, N Ker D, of degree less than or equal
tom — 2. [

3. Monodromy groups and Morse polynomials

Let g € F,[z] be a polynomial of degree d. We consider the field extension
F,(u)/F,(t) corresponding to the polynomial g where ¢ is transcendental over
F, i.e. with u such that g(u) —t = 0. Denote by F' the Galois closure of
F,(u)/F,(t), i.e. F is the splitting field of g(z) — ¢ over F,(¢). The Galois
group Gal(F/F,(t)) is called the arithmetic monodromy group of g. Let F}
be the algebraic closure of Fy in F. Then the Galois group Gal(F/FJ (1)) is
a normal subgroup of Gal(F/F,(t)) called the geometric monodromy group
of g.

The polynomial ¢ is said to be Morse (see [9] p. 39) if g, viewed as a
ramified covering g : P! — P! of degree d, is such that above each affine
branch point there is only one ramification point and the ramification index
of such points is 2. In even characteristic, this notion has to be precised:
following Geyer in the Appendix of [4], the polynomial g is said to be Morse
if the three following conditions hold:



a) ¢'(7) = 0 implies that g% (7) # 0 where gl is the second Hasse-Schmidt
derivative,

b) ¢'(7) = ¢g'(n) = 0 and g(7) = g(n) imply 7 =7,

c) the degree of g is not divisible by the characteristic of F,.

For Morse polynomials g, the general form of the Hilbert theorem given by
Serre in Theorem 4.4.5 of [9] adapted to the even characteristic in Proposition
4.2, in the Appendix by Geyer of [4] implies that the geometric monodromy
group Gal(F /Ff; (t)) is the symmetric group &4. Moreover, it is a subgroup
of the arithmetic monodromy group Gal(F/F,(¢)) and this last group is also
contained in &4, hence they coincide.

Now let us return to our situation. Let «, o’ be two distincts elements of
;. Let m be an integer and d = d(m) defined in Table 1. Let f € Fy[z] be a
polynomial of degree m. Let us consider the polynomial g := L, o(f) € F,[z]
of degree < d such that

g(z(z+ )z + )@+ a+a)) =D: . f(z)
whose existence follows from Proposition 2.2.

Proposition 3.1. If f is a polynomial of degree m such that the polyno-
mial Lo o (f) is of degree exactly d and is Morse then the geometric mon-
odromy group, and then also the arithmetic monodromy group of the poly-
nomial Ly o (f) is the symmetric group &4. Hence the extension F/F(t) is
reqular i.e. F) =TF,.

Proof. By the previous paragraph we have that the geometric and the arith-
metic monodromy groups coincide, which gives the regularity property. [

Note that if L, o (f) is of degree exactly d and is Morse then Condition
(c) says that d must be odd. This is equivalent to say that m =0,1,2 or 7
(mod 8).

Now we give a lower bound for the number of polynomials f such that
Lo (f) is Morse.



Proposition 3.2. Let m > 7 such that m = 0,1,2 or 7 (mod 8) and d as
defined in Definition 2.1. There exists an integer d> 0 depending only on
d such that for any couple (o, ') of distinct elements of F; the number of
polynomials f of Fy[x] of degree at most m such that Lo o (f) is non-Morse
15 bounded by dg™.

Proof. The loci of non-Morse polynomials g = Z;l:o ba—jx? of Fylx] of de-
gree d is a Zariski-closed subset of the (d 4 1)-dimensional affine space with
coordinates by, ..., bq given by Geyer in Proposition 4.3 of the Appendix of
[4]. Indeed, the above condition (a) means that ¢’ and g have no common
root, i.e. the resultant R(by, . .., by) of the polynomials ¢’ and g/? is non-zero.
Condition (b) above means that the product

1 =] ](g(m) — 9(my))

i#]

where 7; are the roots of g does not vanish. By the theorem on symmetric
functions, IT = I1(by, . . ., bg) is a polynomial in the coefficients of g.

Finally the polynomials f = ZT:O a;x™ 7 such that L, o (f) is non-Morse
are those such that

RoLyw(ag,...,am) =0 or IloL,(ag,...,a,)=0.

The polynomials R and II are proven to be non-zero in Geyer’s Appendix.
By Proposition 2.2 we know that L, . is surjective. Hence R o L, and
Mo L, are non-zero, and then define hypersurfaces in A™+(F,). Their
numbers of rational points are bounded respectively by Crq™ and Cpg™
where Cg and Cpy are respectively the degree of Ro L, and ITo L, o (see
for example Section 5 of Chapter 1 in [1]). Since L, is linear, one can
bound Cg and Cf by the degree dr of R and the degree dyy of II and then
one can bound Cg+ Cry by d = dr+dy, which does not depend on the choice
of (a, ). O
4. Geometric and arithmetic monodromy groups of Di’a, f

In the whole section we consider a polynomial f of degree m with m =
0,1,2 or 7 (mod 8) and two distincts elements o, o’ of F, such that the
polynomial ¢ := L, «(f) is of degree exactly d (given by Table 1) and is



Morse. We denote by wu, ..., uq—1 the roots of L, o (f)(u) + ¢, and for i =
0,...,d —1 we denote by x; a solution of the equation

z(x+a)(zr+ ) (r+a+d)=u.
Hence D2 , f(x;) = t. For convenience, we will note
8,(X) = X(X +7)
for v € F, and
Ty o (X) = X (X +7) (X +72)(X + 71 +72)

for (71,72) € F2. We will use the following equalities (easy to check):

Sz (wi(2; +v3)) = u; and -, (v3zi(ws +3)) = 722,%' (1)

where {v1,72,73} = {a, &/, a + o'}

We consider, for i € {0,...,d — 1}, the extensions F(x;)/F and € their
compositum (where the field F is defined in the previous section). Then €2 is
the splitting field of D2 , f(z) + ¢ and Gal(Q/F,(t)) is the arithmetic mon-
odromy group of Di’a, f whereas Gal(Q2/ Ff}(t)) is the geometric monodromy
group of wa, f, where we denote by ]F‘f]2 the algebraic closure of [, in 2.
The figure below sums up the situation whose details will be explained in
this section.



Q=F(zxg,...,xq1) = F]ng(mo,...,xd,l)

FF§<I‘07 Il)
Z7/27 x 727

F(x0> a1

7./27 x 7|2 7.)27 x 7] 27

A\

F(xo) FF?

Z)2Z x 7|27 /

F= Fq(UO, ce ,ud_l)

Sq

Fq(t)

The following lemma gives conditions for two Artin-Schreier extensions to be
equal.

Lemma 4.1. Let k(y,) and k(ys) be two Artin-Schreier extensions of a field
k of characteristic 2. Suppose that y? + viy; = w; for i € {1,2} with v; and
w; in k*. Then k(y1) = k(y2) if and only if yoy1 + 11y € k.

Proof. Suppose that k(y;) = k(y2). Consequently y» € k(y;) and there exists
(a,b) € k* such that yo = a + by;. Consider the element 7 of Gal (k(y;)/k)
distinct from the identity. It maps y; to y; +71. We have 7(yo) = a+by; +by
i.e. 7(y2) = y2 + by1. But 7(y2) is a root of y? + 4oy = wy, s0 T(y2) = yo or
T(y2) = y2 + Y2. In the first case 7 would be the identity, a contradiction.
Hence 7(y2) = y2+72 and then yo+vo = yo+bv1, which implies that o = by;.
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So we get Yoy1 + 11Y2 = bniyr + My = by + ay + bnyr = ay € k where
we used that ys = a + by;. The converse is straightforward. O

Now we prove that a linear combination of the roots u; with no pole
actually involves all of them.

Lemma 4.2. Let k be Fy or Fyl. For each place o of k(uo, ..., uq_1) above
the place oo of k(t) and each j € {0,...,d—1} we have that u; has a simple
pole at p. Moreover, let J C {0,...,d — 1} and let co,...,cqy € F;. If J
15 neither empty nor the whole set then ZjeJ cjuj has a pole at a place of
K(Ug, ..., uq_1) lying over the infinite place 0o of K(t).

Proof. Fix p a place above oo and w; a root of g(u) —t. We have v,(g(w;)) =
v,(t) and v,(t) = e(p|oo) vao(t) where e (p|oo) is the ramification index
of p over co. By [9], p. 41, we have that the inertia group at infinity
is generated by a d-cycle, so we have e (p|oo) = d and then v,(t) = —d.
Now v,,(g(u;)) = v, (boud + bruf ™" + -+ +by) so using the properties of the
valuation of a sum we deduce that v, (u;) = —1.

The proof of the second part of the lemma is inspired by [11]. To obtain
a contradiction, suppose that J C {0,...,d — 1} and that j, € J whereas
j1 € {0,...,d—1}\J. Suppose also that Zje} c;ju; has no pole in places above
oo. Then it has no pole at all, and so it is constant, i.e. it belongs to x. By
Proposition 3.1 we have that Gal (k(uo,...,uq—1)/k(t)) is &4. Let us choose
the automorphism 6 corresponding to the transposition (joj;) and let us apply
0 t0 > ey cjuj. We obtain 37 j\ o ity + Cioljo = D e pjy Citly + Ciolzy - We
deduce uj, = u;,, a contradiction. ]

The following lemma, used with Lemma 4.1, will enable us to distinguish
different Artin-Schreier subextensions of €.

Lemma 4.3. Let F be F or FIF?. Let J be a non-empty strict subset of
{0,...,d =1} and for all j € J consider any v; € {a, o/, +a'}. Then

> iz ) ¢ F.
jed
Proof. In order to obtain a contradiction suppose that » ., %x](xj +,) €

F. Lemma 4.2 implies that deJ 7] u; has a pole at a place p of F above
0o. Moreover this pole is simple as for all j € {1,...,d — 1} the root u;
has a simple pole by Lemma 4.2. Now consider A = Z].EJ v;xi(x; + ;) and
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B =75 ic;vzi(x;+ ) + ad(a+ ). If A (and thus B) belongs to F, one
can consider the valuation of A and B at . As

A.B = Saar(ata) (Z v (T + %‘)) - ZV?%»

jed jedJ

it follows that either A or B has a pole. Since A and B differ by a constant,
it follows that both of them have a pole and the order of multiplicity is the
same. Thus we obtain 2v,(A) = —1 which is a contradiction. ]

The following lemma establishes the base case of the induction proof of
Proposition 4.5.

Lemma 4.4. Let F be F or FF}. Leti € {0,...,d—1}. The field F(x))
1s a degree 4 extension of F and its Galois group is ZJ27 x 7.J27. The

three subextensions of degree 2 are the subextensions F (z;(x; +)) where
v €{a,d;a+a'}. The following diagram sums up the situation:

Proof. First notice that x; ¢ F. Otherwise, one would obtain a contradiction
considering the equality z;(x; + a)(z; + /) (x; + a + ') = u;, the valuation
of z; at a place above oo, and the valuation of u; at this place which is —1.
Now suppose that [F(z;) : F|] = 2. We would have a degree 2 factor of the
polynomial X (X +a)(X +a')(X +a+a’)+u; and then an element x;(z; +7)
with v € {o, o/, a4’} would be in F, contradicting Lemma 4.3. So [F(z;) :
F | =4, and T, o (X) + u; is the minimal polynomial of x; over F'. Tt enables
us to define, for any v € {o, @/, a + o/}, an element 7, of Gal (ﬁ(wﬁ/ﬁ) by

7,(x;) = x; + . We thus have Gal (ﬁ(mﬁ/ﬁ) = {id, To, To’ s Taror } and thus
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Gal (Z5 (x:)/ ﬁ) ~ 727 x ZJ2Z. There are three subextensions of degree

2, namely the subextensions F (z;(z; + 7)) where v € {a, o/, a + o’}. Their
stabilizers are respectively the index 2 subgroups {id, ., }. ]

The previous lemmas enable us to determine in the following two propo-
sitions the Galois groups of F(zq,...,z4 2) and Q = F(zo,...,x4-1) over F’
where F' is equal to F' or FIF(?.

Proposition 4.5. Let F be F or FIF;Z and let v be an integer such that
0<r<d—2. Then:

(i) The field ﬁ(a;o, ..., x) is an extension of degree 4" of F.

(i1) The Galois group Gal (ﬁ(mo, . ,xﬂ/ﬁ) is ()27, x Z.)22)" . It is
generated by the automorphisms 7, , fori € {0,...,r} and v € {a, /', a+a'}
(where T; ., maps x; to x; + 7y and leaves x; invariant for j #1).

(iii) There are 4+ —1 quadratic extensions of ' contained in ﬁ(xo, cey Ty).
These extensions are the fields F (Z]EJ vixi(z; + %)) with non-empty J C
{0,...,r} and v; € {o, &/, + '} for all j € J.

Proof. We proceed by induction. The case r = 0 follows from Lemma
4.4. Assuming that the proposition holds for r» — 1, with 0 < r < d — 2,
we will prove it for 7. We consider the extension F(o,...,2,—1)(z,) of

F(xg,...,x.—1). We first prove that the degree of this extension is 4 and
that the minimal polynomial of z, is T}, o/(X) +wu,. Suppose it is false: either
T, € f(xo, ooy Zp—y) or Ty, o (X)+u, (which is equal to (z+x,) (z+z,+)(z+
T, 4+ o) (x + 2, + o+ o')) has a degree 2 factor in F(zo, ..., z,_1)[X], hence
there exists v € {a, o/, a+a'} such that z,(z,+7) € F(zo, . ..,2,_1). In both
cases we would have an extension F (z,(z, + 7)) of degree 2 of F contained
in F (xo,...,2y—1). Use the induction hypothesis: it is one of the subexten-
sions F (Z]EJ vixi(z; + ’yj)> with a non-empty subset J C {0,...,r — 1}.
By Lemma 4.1 and identities (1) it follows that . ; v;x;(z; +7;) + v (2, +
v) € F, a contradiction with Lemma 4.3. We conclude that the extension
Fl(zo,...,x,)/F(zo,...,z,_1) has degree 4 and then F(x, . ..,z,)/F has de-
gree 4" 1.
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But we can define 4"+! different F -automorphisms of F (xo,...,x,) by
sending for any ¢ € {0,...,7} the element z; to z; +~; with v; € {0, a,a/, a+
o'}, Since all these automorphisms (apart from the identity) have order 2,
the Galois group Gal (ﬁ(mo, . ,xﬁ/f) is isomorphic to (Z/2Z x 7Z/2Z)"*".

For any non-empty subset J C {0,...,r} and for any choice of a family
(7j)jes of elements of {a, o', a + o'}, we know that >, va;(z; + ;) is a
root of Saa/(ata)(X) + ZJEJ 'yjzuj. By Lemma 4.3 we also know that this

sum does not belong to F, so the extensions F (ZjeJ v (z; —|—’yj)) are

quadratic.
We claim that we obtain this way 4+t — 1 different quadratic extensions
between F' and F(xg,...,x,). To prove our claim, we consider two families

(7;)jes and (7})jesr of elements of {a, o/, + o'} where J and J' are two
subsets of {0,...,7}. We notice that if j € J N J' is such that v; # ~/ then
Viwi (@) +ves(2+75) = v5wi(x+5) where {5,745, 77} = {a, o, ata’}.
Then if F' (Zje] viji(x; —|—7j)> = F (Zjej, V() —|—7j)> we obtain by
Lemma 4.1 a sum

vl )+ Y Vel )+ Y Al )
JEINJ' jeJNJ jeand’
VAV

which is in F. By Lemma 4.3, it implies J = J" and ~; = v for all j € J.
Finally, we claim that these 4""! — 1 quadratic extensions are the only
ones. Indeed, the quadratic extensions are in correspondence with the sub-
groups of (Z/27 x 7./2Z)"*" of index 2. These subgroups are the hyperplanes
of (Z/2Z)** and there are 4"+! — 1 such hyperplanes. O

Recall that in this section the polynomial ¢ = L, o/(f) = Z?:o bg_izt is
supposed to be Morse and to have degree exactly d. We can now establish
the main result of this section: we give a sufficient condition on by /by for
Q/F,(t) to be regular, which is a necessary condition to apply the Chebotarev
theorem.

Proposition 4.6. If there exists x € F, such that

b
b—l =2(z+a)(z+d)(r+a+d)
0
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then we have:

(’L) F(l’o, N ,xd,Q,xd,l) = F(xo, Ce ,xd,g).

(i) Gal(Q/F) =~ Gal(Q/FF?) = (Z,/2Z x 7./2Z)"".

(iti) The Galois group Gal(2/F,(t)) is an extension of &4 by (Z/2Zx7/27) -t

(i) Q/Fy(t) is a reqular extension i.e. Fy =T,

Proof. Suppose that there exists € F, such that b1/by = To o (z). We

have & = Sy, = SN0 T), o (x;) and then by linearity we deduce that

bo
Tor (Tg1+az+32 2;) = 0. Tt implies that 24 +2+392 z; € {0,a, 0/, a+

o'} and thus x4 € F(xo,...,24_2) which proves the point (7). Using (i)
and Proposition 4.5 we obtain the point (43). Now point (i) with Proposition
3.1 and Galois theory give point (7). To obtain point (iv), we use the
multiplicativity of the degrees in fields extensions and we write [Q : F] =
[ : FF}] x [FF{ : F]. Points (i) and (i) yield [FF{ : F|] = 1 and then
the extension Q/F is regular. But Proposition 3.1 implies that the extension
F/F,(t) is regular. Then we obtain that the extension 2/F,(t) is regular. [J

5. Application of Chebotarev density theorem

The Chebotarev density theorem describes the proportion of places split-
ting in a given way in Galois extensions of global fields (see [7] p. 125). In
2], P. Fouque and M. Tibouchi made the following version of Chebotarev
theorem explicit. They deduced it from the Proposition 4.6.8 in [3].

Theorem 5.1. (Chebotarev) Let K be an extension of F,(t) of finite degree
dg and L a Galois extension of K of finite degree dpx. Assume F, is
algebraically closed in L, and fix some subset S of Gal(L/K) stable under
conjugation. Let s = 4S and let N(S) be the number of places v of K of
degree 1, unramified in L, such that the Artin symbol (L/TK) (defined up to
conjugation) is in S . Then

2s
<
dr/x

S

‘N(S) ((drjx +90)0" +dry (295 +1)¢"* + g1+ dicd i)

- dL/Kq

where g and gr, are the genera of the function fields K and L.
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In this work, we are interested in places of K = F,(t) which split com-
pletely in L = 2. Indeed, if a place of degree one (¢t — ) with g € F,
totally splits in 2, then the polynomial wa, f(z) — B totally splits in IF [z].
These places correspond to places v of K which are unramified in 2 and
for which the Artin symbol (%) is equal to (id), the conjugacy class of
Gal(Q2/FF,(t)) consisting of the identity element. Hence the previous theorem
can be used to prove the following proposition which will be the main tool
to prove Theorem 7.1.

Proposition 5.2. Let m > 7 be an integer and d as defined in Definition
2.1. There exists an integer N depending only on d such that for allm > N,
for all f € F,[z] (with ¢ = 2") of degree less or equal to m, and for all couple
(o, @) of disctinct elements of F; such that the extension Q/F,(t) is regular
there exists 3 € Fy such that the polynomial D7, , f(x)+ 3 splits in Fy[z] with
no repeated factors.

Proof. Since the extension Q/F () is regular, by the above Chebotarev the-
orem the number N () of places v of F () of degree 1, unramified in €2, such

that (M) = (id) satisfies

(2

N(S) = L —o((1 4+ Lyg 2 4 g1 4 I

- dL/K dL/K dL/K

From the point (iiz) of Proposition 4.6 we know that dr/x = dl4%=1 or dr/x =
d'4%. Moreover, one can obtain an upper bound on g;, depending only on d
using induction and Castelnuovo’s inequality as stated in Theorem 3.11.3 of
[10]. Then if g (or n since ¢ = 2") is sufficiently large, we will have N(S) > 1,
which concludes the proof. n

6. A class of good polynomials

The last proposition applies when the Galois closure of Di,a/ f—tis
regular. By Proposition 4.6 this is the case when the quotient of the first
coeflicients of L, o/(f) can be written in the form z(x + a)(z + /) (z + a +
o) with € F,. Our strategy is now to choose a well fitted finite family
(ai,ag)ie{l 77777 ky such that we can apply Proposition 5.2 with at least one
couple (ay, o) for most of polynomials of degree m.

Proposition 6.1. Let € > 0. There exist k € N* and N € N* such that for
all n = N there exist k couples (ay,a}), ..., (g, af) of distinct elements of
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Fy such that there exist at least (1 —¢)q™(q — 1) — ¢™ polynomials f € Fy[z]
of degree m such that:

- for alli € {1,...,k} the polynomial L, o (f) = box® +byz* ' 4 - - - + by has
degree d and

- for at least one of the couples (o, ), the equation

b
b—l =2(z+ o) (r + ) (@ + a; + o)
0

has a solution in IF,.

Proof. Let f = Z;'n:o a;x™ 7 be a polynomial of degree m. First we notice
that for any distinct elements a and o of [} the polynomial L, (f) is of
degree d (with d given by Table 1) if and only if a;, # 0, where j; € {0,1,2,3}
is given by Lemma 6.2. In this case, the quotient b; /by is well defined. By
abuse of notation, we will write Z—(l) (La.o (f)) for this quotient. By linearity of
Le,or we have by /by (La,ar(Af)) = b1/bo (La,o(f)) for any A € F;. So in order
to count the polynomials f satisfying the conditions of the proposition we
can restrict ourselves to those whose coefficient a;, is 1, and then multiply
by ¢—1 in our count. We will denote by P}, the set of polynomials f € F,[z]
of degree m such that a;, =1 and we will identify P;, with F{".

Let ¢ > 0. Consider k such that (3/4)* < e, and N = 2k. For n > N,
identify Fon with F} and fix a basis. Consider k couples (ay, o)), ..., (g, a})
of distinct elements of F} such that for any i € {1,...,k} the subspace
ImT,, o has for equation (§;-1 = § = 0) in the fixed basis of Fj (recall
that T, o is defined in Section 4 by T, o (z) = z(x + a)(x + /) (z + o+ a)).
The existence of these couples is given by Lemma 6.3. For any ¢ € {1,...,k}
we consider the map ¢; : P;, — F, defined by ¢;(f) = b1/by (La, . (f))-
Lemma 6.2 gives the existence of an integer j, (which depends only on the
congruence of m) and the existence of coefficients ¢; ; and d; in F, such that

Ui(f) = aj, + di + > Ci,ja;-

JE{0,....mP\{Jj1,72}

Now, for i € {1,...,k} the set of (ag,...,aj,-1,0,41,...,am) € Fh cor-
responding to elements of 1, ! (Im T ) is an affine space over Fy which
is the intersection of the affine hyperplanes given by the affine equations
(@j)2i-1 D5 10y (Cig@)2im1 = (di)2im1 and (agy)2i + 32505, 53 (Cia5)2 =
(d;)2;. The 2k linear forms defined by the left-hand sides of these equations
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are linearly independant, so a change of basis of the Fo-vector space Fy™ gives
the following systems of equations of v, ! (Im T. o0, ): Coi—1 = i and (o = v
where (11;)ieq1,...ky and (v;)ieq1,.. 1} are elements of F%. To count the elements
¢ € Fy™ such that ¢ corresponds to an element of UF_ 1) (Im Tai,a;) one
can determine the cardinal of the complementary. For each i € {1,... k}
there are three ways to choose the couple of components ((s;_1, (o) different
from (u;,v;), and 2™"~2F ways to choose the other components.

We find # UL, o' (Im Ty, o) = 27" — 3k2m=2k = g™ (1 — (3/4)").
Finally, we have to multiply by ¢ — 1 in order to take into account the
coefficient aj,, and to remove the ¢™ polynomials of degree less than m.
(Note that in the case where m =7 mod (8) we have already removed these
polynomials as we have supposed a;, # 0 and in this case j; = 0.)

O

Lemma 6.2. Let [ = Z 0 @™ be a polynomial of Fylx] of degree m with

m=0,1,2 or 7 (mod 8). For a,a’ € F; we set Loo(f) = Z?:o bjxd=i. We
have by = ad/(a + o')a; where i € {0,1,2,3} satisfies i = m + 1 mod 4.
Moreover the following table gives the quotient by/by as a function of the
coefficients of f depending on the congruence of m modulo 16.

m bl/bo
(16)
0 ((a o + aa)ay + (o + ad + oF)az + as) ay’
1 (@ + o2a)az + (@® + ad + a’?)ay + ag) a;l
2 (( o +a%a)ay + (o + ad + a?)as + ar) az’
7 ((a2a' + aa)a; + (@® 4+ ad + a?)ay + ayg) ag*t + ot + a?a’? + o'
8 | ((e®d + a%a)ag + (a? + ad + a®)az + as) a] ' + o* + a2’ + o
9 (ZZ oa'a’%"tag + (a2a’ + a?a)as + (a? + ad’ + a/?)as + as) az' +at +a2a? 4 o
10 (ao S8 a0t T b ar T8 0t/ 4+ (@af + a?a)as + (0 + ad’ + a?)as + a7) az?!
+OL4 +CM2CMI2 +a/4
15 ((a%d + a%a)a; + (o + ad’ + a)ay + ag) ay’

Proof. The question amounts to solving the linear system

d

S by (afe 4 o)+ a)a +at o)) = D2, (Z ajxm—j> R
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On the one hand we have
= ’ m—7+s ,
D2 i)=Y (Z e )) o

where C denotes a® + o’ + (a+ o')® for s > 1 . We notice that C; = Cy =
Cy = 0 and that C5 = ad/(a + o). It implies

-1
Di,a/f(a;) = (T?f)l) agCsz™ > + (m3 )alchm4

-2
-+ ((?) CL(]C5 + <m3 )CLQCg) $m75
(™M aoCs + (" N awes + (M P asy ) a0 +
6 aopLe 5 a1Cs 3 azLsz | T

On the other hand, the left-hand side of (2) is equal to

9 (Too (7)) = boz™ + bod(a? + o + aad/)z*"? + byd(a + o)/ 3
d
+ (bo <2) (0 + %+ ad’)® + bl) gt g

To obtain by (and respectively b;) one can identify the coefficients of z*?
(respectively z*9*) on both sides of (2). To distinguish different cases and
conclude we use a classical consequence of Lucas’s theorem which says that
a binomial coefficient (Z) is divisible by 2 if and only if at least one of the
base 2 digits of b is greater than the corresponding digit of a. O]

We use the following representation lemma as a key point in the proof of
Proposition 6.1.

Lemma 6.3. Let V' be a Fy-vectorial subspace of F, of codimension 2. Then
there exist two distincts elements o and o' in ]FZ such that V. = ImT, o
where Ty o (x) = z(z+ a)(x + ')z + o+ ).

Proof. First we prove that Im7, , is the intersection of the kernels of the
morphisms z +— Trg,, /r, (W) and z — Trp,, /r, (W) where
Trp,, /r, is the Trace function relative to the extension Fan /5. Let us prove
that Im 7T, , is included in the kernel of one the two morphisms. Indeed, if
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2 =Tyo(x), then 2 = u(u + ) with v = o/* + aa’ and u = x(x + «). The
Hilbert 90 Theorem implies that Trp,, r,(2/7*) = 0 and we are done. We
have the inclusion in the kernel of the other morphism by symmetry, and we
conclude with a dimension argument.

As any hyperplane of Fy. is the kernel of a linear form z — Tr(w.z)
for a good choice of w € F,, and as z — 1/z% is a bijection onto F3,
it is now sufficient to prove that for all couple (u,v) of distinct elements
of F%. there exists a couple of distinct elements («, ') of Fj, such that
a® 4+ ad/ = u and o + aa/ = v. To this end, we consider the function
O : Fi. xFi \ A — F5, x F5, \ A which maps (a, o) to (a®+ad/, o +aa’)
where A denotes the diagonal. It is well defined because if a?+aa’ = o*+aa’
then a? = o/ and so a = . If O(ay,a)) = O(ay, ), then one has the
two equalities a2 + o) = a3 + apab, and o + aja) = aff + asad. Tt
implies (a1 + o})? = (g + a4)? and so there exists p € Fan such that
1= oy + o) = as + aj. Using the first equality one obtains ajpu = aap.
We know that p # 0, otherwise we would have a; = o, and (g, ) € A,
a contradiction. So we can deduce a; = vy and using the first equality one
more time we have ;0] = asay, and so o) = of. Hence the function © is
injective and thus bijective. O

7. Main theorem

We will use all the previous propositions to prove our main result, namely
that most polynomials f over F, have a maximal 6%(f). More precisely, we
prove the following theorem.

Theorem 7.1. Let m be an integer such that m > 7 and m = 0 (mod 8)
(respectively m = 1,2,7 (mod 8)), let 6o = m — 4 (respectively §o = m —
5 m —6,m—3). Then we have

i U € Fanli] | deg(f) = m, 8%(f) = o} _
% H(f € Fala] | deg(f) = m)

Proof. Recall that we set ¢ = 2". We fix an integer m > 7 and consequently
an integer d defined by Table 1 and an integer d depending only on d as
introduced in Proposition 3.2.

Let ¢ > 0. We fix an integer IV, satisfying the properties of Proposition
5.2. By Proposition 6.1 there exist integers k£ and N, such that for any
n = Ny we can choose k couples (ay,a)),..., (ag, a}) of disctinct elements

1.

20



of F; such that for at least (1 —¢)(q — 1)¢g™ — ¢ polynomials f € F,[z] of
degree m the polynomial Lai,a;( f) has degree d for all i, and at least one of
the k equations

b

b—l = 2(z + o) (r + ) (x + a; + o)

0

has a solution in F,, where Lai’ag(f(x)) = boz? 4+ byz? ' 4 - -+ 4 by. Finally,
we fix an integer N3 such that for all n > Nj

0<q + kdq

S-ne 5° @)

Let n > Max(Ny, N2, N3) and a polynomial f associated to a couple (a;, o)
satisfying the preceeding conditions. If we suppose that L%a;( f) is Morse,
then by Proposition 4.6 the extension Q/F,(t) is regular where 2 is the
Galois closure of Dy, o f(2)+t. Hence by Proposition 5.2 there exists 3 € F,
such that Dia;(f)(x) = [ has 4d solutions in F,. It amounts to saying

that 6%(f) = dp. Let us count these polynomials: f is choosen among the
(1 —€)(qg — 1)¢™ — ¢™ polynomials given by Proposition 6.1, but we have
to remove the polynomials f such that for all ¢ € {1,...,k} the polynomial
Lo,/ (f) is non-Morse. Thanks to Proposition 3.2 we know we have to remove

at most kdg™ polynomials. To obtain the density we have to divide by
(¢ — 1)¢™ which is the number of polynomials of degree m. Finally, the
condition (3) above ensures that this density is greater than or equal to
1 —2e. O

8. The inversion mapping

We conclude the paper by the study of the second order differential uni-
formity of the inversion mapping from I, (with ¢ = 2") to itself which sends
x to x71 if 2 # 0 and 0 to 0 and which corresponds to the polynomial
f(x) = 2972 of F,[z]. The S-box used by AES involves precisely this func-
tion in the case where n = 8. Nyberg proved in [6] that it has a differential
uniformity 6(f) = 2 for n odd and 6(f) = 4 for n even.

We determine here its second order differential uniformity over Fon for
any n. By a direct computation, we can show that 6*(f) = 4 over Fyn for
n = 2,4 and 5 and that §*(f) = 8 for n = 3. For n > 6, we have the following
proposition.
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Proposition 8.1. The inversion mapping f over Fon has a second order
differential uniformity 5*(f) =8 for any n > 6.

Proof. Set ¢ = 2" and let o, ¢’ € F; such that a # o’ and § € F,. Consider
the equation D, f(z) = 3 i.e.

272+ (r+a) P+ (z+d) P+ (z+a+ )i =5

Since f is a monomial function, this equation can be written:

1g—2 T\ 492 T o\ 42 T q—2 T o q—2
« (—,) +<—/+—/) +<—/+1) +<—/+—/+1> :6.
Q@ o« o o«
Thus in order to compute 6%(f) we can suppose that o/ = 1. So we

consider now for a € F, \ {0,1} and g € F, the number of solutions of the
equation:

7?4 (24 )P (2 + )P+ (2t a+ 1) =4 (4)
If © ¢ {0,1,a,« + 1}, then this equation is equivalent to:

s+ (@ta) @) (e rat+ 1) =4
which is equivalent to:
BTo1(z) +ala+1)=0 (5)

where T, o () = z(z + a)(z + ) (z + a + ) as introduced in Section 4.
Thus Equation (5) has at most four solutions in F, \ {0,1,a,a + 1}.
Precisely, it has no solution or it has four solutions since T, 1(x) = Ty 1(x +
a)=T,(x+1)=Ty1(zr+a+1).
An element x € {0, 1, a, a+ 1} is a solution of Equation (4) if and only if
B = %Q(Z‘f{)l. Now let us solve Equation (4) in F, \ {0, 1, a, &« + 1} with such
B. If 8 =0 then Equation (5) has no solution so we can suppose that 5 # 0

ie. a*4+ a+1 # 0. Then equation (5) can be written T, 1(x) = v where
_ o?(@®+1)
7= et

. We have shown in the proof of Lemma 6.3 that Im T}, / is equal

to the intersection of the kernels of the morphisms x +— Trg,, /r, (W)

m) . Hence the equation T, 1(x) = 7 has a solution

if and only if ~ is in the intersection of the kernels of these two maps, i.e.

1 a?
Tr]FQn/FQ (m) =0 and Tngn/[Fg (m> =0. (6)
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In the case where n is even, any element in the subfield F,.,. has a trace
equal to zero. Thus, any « different from 0 and 1 in this subfield and with
a®+a+1 # 0 verifies the two previous conditions of (6). Thus if the subfield
Fyn/2 have more than 4 elements, i.e. if n > 4 then §%(f) = 8.

In order to solve the problem in the case where n is odd, consider the
algebraic surfaces S; and Sy in the affine space A3 given respectively by the
equations (y* +y)(z®> + z+ 1) = 1 and (2% + 2)(2® + z + 1) = 2. Consider
the affine curve C = S; NSy in A3. By Hilbert 90 theorem, a solution « in
Fan to Equations (6) corresponds to four points (x,y, z) on C.

Furthermore if (x,y,2) € C then we can show that z(y*> +y) + y> + y +
22+2z+1=0and 2(22+ 2+ 1) +y*> +y + 1 = 0. Then we obtain:

W+ + @+ 9P+ )+ (P21 =0 (7)
Consider the projection
T A3 —  A?
(z,y,2) — (y,2)

and the affine plane curve D defined by Equation (7). Consider also Z =
{(y,2) € A | y* +y =0 and 22+ 2+ 1= 0}. The set Z has 4 points and
each of them has degree 2 over F5. The projection 7 provides an isomorphism
between C' and D \ Z whose inverse is given by:

D\Z—C
('zgy;r—inrl—i—l,y,z) if y? +y # 0,

(y)Z)f-) 2 1 .
(ZQIZL,y, z> if 224+ 2+1#£0.

Let us denote by D the projective closure of D in the projective plane
P2. It has 2 points at infinity and each of them has degree 2.

It follows that the curves C' and D have the same number of rational
points over Fyn for n odd. Furthermore, the curve D is a smooth projective
plane quartic, so it is absolutely irreducible and has genus 3. By Serre-Weil
theorem (see [8]), the number of rational points over Fyn of D verifies:

ED(Fon) > 2" + 1 — 3[200+2/2),
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So, if n > 7, we have $C(Fan) > 63 and then there are at least 15 solutions
to Equations (6) and the result follows. O
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